


Federal Guidance

The Federal Financial Institutions Examination Council
(FFIEC), made up of six federal financial regulators,
recently collaborated to make online and mobile banking
accounts more secure. New supervisory guidance from
the FFIEC helps banks strengthen their vigilance and
make sure that the person signing into your online
account is actually you. The supervisory guidance is
specifically designed to make online transactions more
safe and secure.

Authentication

Online security begins with the authentication process, used
to confirm that yox are signing in to your account, and not
someone else who has stolen your identity. Authentication
generally involves one or more basic factors:

*  Something the user knows (i.c., password, PIN)
*  Something the user has (i.c., ATM card, token)
*  Something the user is (i.c., fingerprint)

Single factor authentication uses one of these methods;
however, multi-factor authentication uses more than one,
and is therefore considered to be a stronger fraud deterrent.
For example, when you withdraw funds from an ATM,

you are using multi-factor authentication - (1) something
you have (ATM card), and (2) something you know (PIN
number).

To safeguard your online activity, Athens Federal
Community Bank uses both single and multi-factor
authentication, as well as additional “layered security”
measures when appropriate.
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Layered Security

Layered security is
characterized by the use of
different controls at various
points during a transaction
process so that a weakness
in one control is generally
compensated by the strength
of a seperate control. An
example of layered security
might be that you follow one process to log in (uset name/
password), and provide additional information to authorize
funds transfers (a portion of your tax identification number
or birthdate).

Layered security can substantially strengthen the overall

safety of online transactions by protecting sensitive customer

information, preventing identity theft, and reducing account
infiltrations that may result in financial losses.

The purpose of these layers is to allow Athens Federal to
authenticate customers, detect and respond to suspicious

activity related to initial login and then to reconfirm this

authentication when further transactions involve the transfer

of funds to other accounts or parties.

Connect with Athens Federal to receive

G m important alerts and information, in

addition to helpful tips about trends in
the financial industry.

Internal Risk Assessments

The new FFIEC supetvisory guidance also considers
methods that banks can use to detect inconsistencies that
may indicate fraudulent activity. The goal is to ensure the
level of authentication required in a particular transaction
is appropriate to the transaction’s level of risk.

Accordingly, Athens Federal has conducted a
comprehensive risk assessment of its current methods
as recommended by the supervisory guidance.

For example, these risk assessments consider:

* changes in the internal and external threat
environment;

¢ changes in the customer base embracing
electronic banking;

¢ changes in current customer functionality offered
through electronic banking; and,

e actual incidents of security breaches, identity theft,
or fraud experienced by Athens Federal or the
banking industry.

Whenever increased risk to your transaction security
might warrant it, Athens Federal will conduct additional
verification procedures, or layers of control, such as:

¢  Utilizing call-back (voice) verification, email
approval or cell phone-based identification.

¢  Employing customer verification procedures,
especially when opening accounts online.

*  Analyzing banking transactions to identify suspicious
patterns. For example, that could mean flagging a
transaction in which a customer who normally pays
$100 a month to five different vendors suddenly pays
$10,000 to a completely new vendor.

¢  Establishing dollar limits that require manual
intervention to exceed the determined limit.

Athens Federal

The Right People. THE RIGHT BANK.

Discover why Athens Federal Community Bank is the
Right Bank. For more information about Online Banking
Security, call 423.745.1111, stop by one of our offices or

visit us at www.athensfederal.com.



